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Information security management systems guidance series
The Information Security Management Systems (ISMS) series of books is designed to provide users with assistance on establishing, implementing, maintaining, checking and auditing their ISMS in order to prepare for certification. Titles in this Information Security Management Systems Guidance series include: 
Foreword
Information is one of your organization's most valuable assets. The objectives of information security are to protect the confidentiality, integrity and availability of information. These basic elements of information security help to ensure that an organization can protect against:
• sensitive or confidential information being given away, leaked or disclosed both accidentally or in an unauthorized way; • personally identifiable information being compromised; • critical information being accidentally or intentionally modified without your knowledge; • any important business information being lost without trace or hope of recovery; • any important business information being rendered unavailable when needed It should be the responsibility of all managers, information system owners or custodians, and users in general, to ensure that the information they are processing is properly managed and protected from a variety of risks and threats faced by every organization. This guide is intended primarily for use by organizations wishing to carry out internal assessment of their ISMS against the requirements in ISO/IEC 27001:2013 either as a precursor to an internal ISMS audit (see Clause 9 of ISO/IEC 27001:2013) or in preparation for a formal third-party ISMS certification audit (see BIP 0071). It is recommended that the assessments specified in this guide be carried out by those persons responsible for information security management in the organization or by internal audit staff ISMS developers and implementers may also find this guide a useful reference document when considering the security aspects of new systems. This assessment guide is intended as an aid to satisfying the requirements for a formal compliance audit and is not a replacement for a compliance audit.
Scope of this guide
This guide provides a means to help organizations assess their ISMS with respect to the requirements specified in ISO/IEC 27001:2013 using the following workbooks.
• ISMS processes workbook -a gap analysis to check whether the organization has a set of systems and processes in place to satisfy the requirements specified in Clauses 4 to 10 of ISO/IEC 27001:2013.
• Annex A Gap analysis workbook -a gap analysis to check and record which controls have been selected from Annex A of ISO/IEC 27001:2013 as part of the risk treatment process defined in ISO/IEC 27001:2013, 6.1.3. Organizations can also use this workbook to document the reasons why a particular control has not been selected or why its requirements are not fully satisfied, which can subsequently be used in the production of the Statement of Applicability (SoA) (see ISO/IEC 27001:2013, 6.1.3.d) .
Note: For accredited certification, this type of gap analysis has no formal status and should not be taken as a replacement for the SoA.
These workbooks can be useful to those organizations preparing for a formal third-party accredited certification, as well as for those preparing for post-certification activities such as surveillance audits and for recertification. They provide a means of checking how many activities have been carried out and what activities still need to be undertaken. Assessments using both these workbooks should not be taken as a definitive quality check on the completeness of these activities, or the correctness and effectiveness of the results and the implementation of these processes and activities. These workbooks only provide a high level 'health check' on the state of ISMS progress.
Please note that the use of these workbooks and this guide does not constitute a replacement for a formal compliance audit with ISO/IEC 27001:2013. This guide will be updated following any changes to these standards. Organizations must therefore ensure that the correct version is being used for compliance checks related to pre-certification, certification and post-certification purposes.
Companion guides
Additional guides are available that provide a more detailed interpretation of ISO/IEC 27001:2013 and practical development advice, e.g. BIP 0071 on preparing for ISMS certification and BIP 0073 on the implementation and auditing of ISMS controls. It is important both for the organization whose ISMS is being assessed, and for the auditors' understanding of the ISMS, that the scope of the ISMS is well defined and unambiguous. Given the complexity of many business applications and processes, as well as the growth of information systems, IT and networking, there are many possible ways to define the ISMS boundaries. Similarly, the size of organization and its geographical spread will influence the view of what is a suitable scope It is very rare that business systems and processes work in isolation or are self-contained, as they will have interfaces with other systems. Therefore, in defining the scope of the ISMS, any interfaces with other systems and processes outside the ISMS boundaries need to be taken into consideration.
Guidance on the identification and definition of the ISMS scope is given in BIP 0071, which expands on the requirement that the organization shall determine the boundaries and applicability of the ISMS to establish its scope as given in ISO/IEC 27001:2013. It is important that when determining this scope, the organization shall consider: a) the external and internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its ISMS; b) the requirements of these interested parties relevant to information security; and c) interfaces and dependencies between activities performed by the organization, and those that are performed by other organizations.
Introduction
The ISMS process requirements workbook deals with the set of requirements defined in ISO/IEC 27001:2013. It covers an ongoing life cycle of activities aimed at establishing effective information security management, providing a programme of ISMS continual improvement.
The ISMS requirements defined in ISO/IEC 27001:2013 require the implementation of a systematic information security risk management process and the implementation of a set of processes used to establish, implement, monitor and maintain an ISMS (see clauses of ISO/IEC 27001:2013 for details): This includes having an appropriate system of documented information in place that is kept up to date, accurate and available for inspection and reference with appropriate documented information in accordance with the requirements of ISO/IEC 27001:2013, 7.5.
The third-party certification or internal ISMS audit will need to check, based on appropriate evidence being provided, that the organization has a set of ISMS processes in place, as well as an ISMS system of controls (based on Annex A of ISO/IEC 27001:2013) 
Workbook checklist
Section 4 of this guide considers the workbook checklists for the ISMS process requirements. The two basic questions, which may be addressed to each of the process requirements, are as follows.
Q1
. Is a relevant process in place to satisfy the mandatory prescriptive 'shall' requirements specified in Clauses 4 to 10 of ISO/IEC 27001:2013?
Three answers are possible:
• YES -This indicates that there is a process in place that completely fulfils the requirement. Some explanation should be given justifying and providing evidence to support this answer.
• PARTIAL -This indicates that a process is in place but not sufficiently developed or implemented to allow an answer of 'yes' for this requirement. Further action is needed to meet the requirements specified in ISO/IEC 27001.
• NO -This indicates that there is no process in place to address the requirement and action is needed to meet the requirements specified in ISO/IEC 27001.
Q2.
If the requirement has been either not implemented or only partially implemented, why is this the case?
It will be important to provide an explanation to understand the reasons and justification for partial implementation or non-implementation and to provide appropriate evidence to support this. Also, an indication needs to be given as to what action shall be taken to address this gap in meeting the requirements of ISO/IEC 27001. An explanation justifying and providing evidence for the answer that a requirement of ISO/IEC 27001 has been completely addressed is also helpful. 
Annex

Information security risk treatment
The organization shall define and apply an information security risk treatment process to: a) Select appropriate information security risk treatment options, taking account of the risk assessment results; b) Determine all controls that are necessary to implement the information security risk treatment option(s) chosen; Organizations may wish to further refine the process defined in this guide with more detailed questions regarding the control requirements within each general category. This might be necessary to completely assess all details of a specific control implementation in place in an organization. Due to the number of controls, this might be an extensive task, but will lead to more detailed information and a more accurate account of the status of the ISMS implementation.
Workbook checklist
The two basic questions that may be addressed to each of the control requirements are as follows.
Q1. Has this control requirement been implemented? Three answers are possible:
• YES -This indicates that there is a control in place that completely fulfils the control requirements. An explanation with reference to supporting evidence should be given justifying this answer -see 'Comments'.
• PARTIAL -This indicates that some measures are in place that address the control requirements but not sufficiently to allow an answer of 'yes' to be given. An explanation with reference to supporting evidence should be given justifying this answer -see 'Comments'.
• NO -This indicates that no measures have been taken to address the control requirements. This is also the correct answer if the control is not relevant to the system under review as determined by the risk assessment, risk treatment and selection of controls and processes (see ISO/IEC 27001:2013, 6 .1.2 to 6.1.3). A 'no' response may also be given if a control requirement is relevant but is not yet implemented or the requirement has been satisfied by deploying another control.
Q2.
If the control requirement has not been fully implemented then why is this the case?
It will be important to understand the reasons and justification for either partial or non-implementation. Supporting evidence for an answer stating that the control requirement, has been completely addressed would also be helpful.
The ISMS implementation is based on a risk management process. A third-party certification or internal ISMS audit will check and require evidence that the ISMS has been developed and implemented based on a risk management process. One important audit requirement is that any implemented ISMS system of controls can be traced back to the risk assessment and risk treatment processes. Consequently, if this workbook check is carried out just prior to the certification, e.g. as a pre-certification assessment, then the absence or non-applicability of controls should be documented and justified with supporting evidence based on the results of the risk assessment. One example of such a justification is that the implementation of a particular control could not be justified by the levels of risk exposure, or that the risk treatment decision was different from reducing the risk.
